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Custom Edge Accelerators & Views from FermiLab

“Fast” ML at the extreme edge

Most collision “events” don’t produce interesting physics

levels

E 104f- II{ T T T ; T T T -
@, LHC sensor 1 Fast ML for Science
..g | benchmark tasks
@ 1012} |
«
(]
Qubit Readout
1010 + + ] —
EIC trigger — Plasma control
— LHC trigger |
DUNE readout T Electron microscopy
10°F- | X-ray diffraction 7]
Neuro;
+ ¥
10°|- Magnetquench || Intemet-of-things g
~ Beam control 1
s I o Mobile devices
104} -
| 1 ] 1 1 1
005 107 105 10° 10 100 10°

10°
Computation time [s]

“Triggering”: filter events to reduce data rates to manageable

Cutting-edge scientific experiments

explore nature at the finest temporal and |
spatial scales 7

Leads to data rates far surpassing industry
— requires developing innovative techniques

* ML in specialized embedded architectures
require real-time processing to reduce and
filter data

« Optimal data selection enables more |
efficient operation and control, saves
lost data, and accelerates -
time-to-discovery

£ Fermilab

QKeras (Google), Brevitas
Keras, PyTorch, (AMD), HAWQ (UC Berkeley),
ONNX QONNX (Microsoft/AMD) HLSAmL / FPGA
Quantized Hardware
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“Cyber-disturbances”

“Cyber-disturbances”: events that lead to
Incorrect or imprecise working of a system

How do cyber-disturbances affect the integrity
and quality of the Machine Learning outcomes

and data?

In a distributed system, unpredictable events are
bound to happen. Many interacting components

Hard disks can falil,

Network can go down,

a sudden surge in customer traffic can
overload a functional component

Software update can go WIoNQ! —

Disturbance Benchmarking & Chaos Engineering
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UK National Edge AI Hub for Real Data: Edge

Intelligence for Cyber-disturbances and Data Quality

https://www.edgeaihub.co.uk/
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* £12m Syear programme 2024 - 2029

* 12 UK Universities led by Newcastle

* 39 Co-ls, 1 Pl - Prof Rajiv Ranjan -
Newcastle University

* £100m UKRI Investment Programme -
February ‘24

* 55 Industry Partners and growing

Sectors:

Healthcare

Energy Security
Autonomous Transportation

* Industry led research & Advisory Board
Specialist sectors: Artificial Intelligence

Edge Computing
Cyber Security

(13 National Edge Al Hub
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The Edge Al Hub aims to deliver world class fundamental research, co-created with
stakeholders from other disciplines and regions, to protect the quality of data and

quality of learning associated with Al algorithms when they are subjected to cyber-
disturbances in the Edge Computing environments.
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Edge-Cloud Continuum Challenge
Prioritising the Edge ... te rC

e The “rural’
challenge
— Where does

“‘edge” add value o
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RuralAl
(https://sites.google.com/view/rural-ai/home)
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Each robot / drone builds a local model (using locally collected data)
Data combined with other robots or “field side units”

Robots and Field Side Units realised as Single Board Computers

Intermittent connectivity between Robot & Field Side Units
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[2* Overview 8" Data A Notifications & Project [2* Overview 8" Data A Notifications & Project

Notification Events B 1= o Notification Events 5 REES

Friday 25th February 2022 O > < 16th Feb 2022 23rd Feb 2022 a@a >

2/25/2022, 3:58:51 PM % B Q2TV-PY7U-AWOP 2/21/2022,10:01:02 PM

Measurements:

d Type: | All B Project Updates B3 Camera Events A Alert Events Type: All B Project Updates B3 Camera Events A Alert Events

Event Type Confidence

Data Source Trigger Type
Unusual Activity, 2 Person Detected %
ub.cocore.farm-1.vehicle-data geo-not-within
Camera Event View Details
No. Sensors No. Comments
1 0 B Q2TV-PY7U-AWOP 2/21/2022,9:43:16 PM
Alert Event View Details Event Type Confidence
Unusual Activity, 2 Person Detected %
Camera Event View Details
'3 B Q2TV-PY7U-AWOP 2/21/2022, 8:14:56 PM
)
Event Type Confidence

engalldth Unusual Activity, 2 Person Detected %



PV Panel 1 PV Panel 2 Main Grid

Use of Cloud Security Alliance Methodology

to identify resources within a federation oo E E ‘I‘LI‘LI‘L
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Decision criteria — Cyber disturbance a
key concern in this instance

Cloud layer
Cloud nodes

* 50 KWp PV installed
*  Average 4000kWh monthly

M If d JShed building
I Or ~ * Multitenanted building

* The most power consuming building

j¢ Packaway g
« 50 kWp PV install

g ‘ +  The most power consuming B 2 < < ~
P G Utilise “Edge Energy”
i D e when available

Prioritise execution of
tasks based on
availability of edge
energy generation

Fish processing
industry

Multi functional
building
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A=YV QNEEIIION power capacity 50Kw. It is used to clean

mac hin e boxes after use for a short period
2. ng hti ng Lighting system: 17 double tubes (25 W
\ system each). Used at night for a short period
: ) Flake ice produces small pieces of ice for
Solar pane| with 50 kW 3.Flake ice use in the cold storage to preserve the fish.
It consumes about 32 Kw of power.

capacity
Cold storage is under operation all the time.
Considered the most power-consuming

4.Cold (eI E=Te[=B device in the building. This is because of
the low temperature needed (-5 degrees).

— SF | g
==l .. < “ | Vi TN
Box washing machine Cold room Flake ice
| Appliance | Power Rating | Minimum Run Time (mins) | Interruption | Required Usage | Required Start Time |
| Box washing machine [[ 50 KWh | 30 | Not Possible | Once a day | Between (6:00-16:00) |
| Ice Flake machine || 30kWh [ 60 | Possible | Twice aday | Between (6:00-16:00) |
| Cold storage room || 30kWh { 180 | Possible | Twice aday | Between (0:00-23:45) |
| Lighting system || 25 W/per tube | 60 | Possible | Twice aday | Between (0:00-23:45) |
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To analyze the factors contributing to overall latency, including initialization time and
execution time:

@ Cold and warm activation
@ Input size and memory setting.
© CPU architecture.
@ Runtime packages used.
© Rate of concurrent invocations.
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o Hardware specifications:

-
openstack.

Location No. of Nodes Processor Architecture Cores RAM
Cloud (VMs) 3 Intel Xeon x86_64 GNU 2(vCPUs)| 4GB &Y Gpenwhisk
Edge (RPis) 6 Cortex-AT72 armv7l GNU 4(vCPUs) | 4GB

o Software specifications:

docker

200 - — —
& & ke
VMs

Cloud Layer

Software Edge . | Cloud &% Openwhisk

0S Raspbian GNU/Linux 11 (bullseye) | Ubuntu 20.04.3 LTS (Focal Fossa)

OpenWhisk incubator-openwhisk(Lean version) 1.0.0 (full version) "3 K-} %

WSK CLI 0.10.0-incubating v1.2.0

Ansible 279 g = & nede

Helm - v3.9.0 Edge Layer

Kubernetes - 12015 0 o s LAN o e ce e e
Docker 20.10.16 20.10.12

Python 3.7&39 3.7&39 —— ——
OpenCV 4.6.0-dev (Lite version) 4.6.0

TensorFlow Lite & full(2.2.0) Lite & full(2.9.1)

Lite



Impact
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Figure: Cold and Warm activation on RPi.
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Avg.Initialization Time (ms)
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Figure: Initialization time on RPi
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Alabbas, Areej, Kaushal, Ashish, Almurshed, Osama, Rana, Omer , Auluck, Nitin and Perera, Charith.
Performance analysis of Apache openwhisk across the edge-cloud continuum. 16th International
Conference on Cloud Computing (CLOUD), July 2023, Chicago, USA
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Impact of Input Size and Memory Setting

Avg. Execution Time (ms)

Avg. Execution Time (ms)
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Figure: Execution Time for the different frame
sizes on RPi.
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Figure: Execution Time for different memory
settings on RPI
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Cybersecurity =2 Cyber-distu—

THE 6TH CYBERSECURITY EDUCATION & RESEARCH CONFERENCE

* Cyber-disturbance modelling, detection and
mitigation mechanisms

— Application and context dependent

— Reliance on electrification in vehicles =2 traffic
jams when electricity grid fails

* Predicting cyber-disturbance and proactive
handling

— Likelthood of occurrence: based on performance
degradation, function launch variability

— Intermittent & variable speed connectivity
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omments

Cloud-Edge continuum — a key deployment
mechanism for many (future) applications

Cyber-disturbances and resilience a key
requirement

— The cause of the disturbance can be many, the
outcome on the system is important

Both modelling and deployment mechanisms are
Important

Cyber-disturbance benchmarking
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