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Custom Edge Accelerators & Views from FermiLab
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Most collision “events” don’t produce interesting physics

“Triggering”: filter events to reduce data rates to manageable 

levels



“Cyber-disturbances”
“Cyber-disturbances”: events that lead to 

incorrect or imprecise working of a system 

How do cyber-disturbances affect the integrity 

and quality of the Machine Learning outcomes 

and data?

In a distributed system, unpredictable events are 

bound to happen. Many interacting components 

Hard disks can fail, 

Network can go down, 

a sudden surge in customer traffic can 

overload a functional component

Software update can go wrong!

Disturbance Benchmarking & Chaos Engineering

CrowdStrike Falcon



UK National Edge AI Hub for Real Data: Edge 
Intelligence for Cyber-disturbances and Data Quality

https://www.edgeaihub.co.uk/

• £12m 5year programme 2024 - 2029
• 12 UK Universities led by Newcastle
• 39 Co-Is, 1 PI – Prof Rajiv Ranjan – 

Newcastle University
• £100m UKRI Investment Programme – 

February ‘24 
• 55 Industry Partners and growing

Sectors: 
Healthcare
Energy Security
Autonomous Transportation

• Industry led research & Advisory Board

Specialist sectors: Artificial Intelligence
   Edge Computing
   Cyber Security



Industry Partners of Edge AI Hub



The Edge AI Hub aims to deliver world class fundamental research, co-created with 
stakeholders from other disciplines and regions, to protect the quality of data and 

quality of learning associated with AI algorithms when they are subjected to cyber-
disturbances in the Edge Computing  environments.
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Edge-Cloud Continuum Challenges

Prioritising the Edge … 

• The “rural” 

challenge 

– Where does 

“edge” add value

– Intermittent 

connectivity

• Orchestration 

mechanisms that 

prioritise the 

edge

“SHIELD: A secure heuristic integrated 

environment for load distribution in rural-

AI.” Kaushal, Almurshed, Almoghamis, Alabbas, 

Auluck, Veeravalli, Rana, 2024. Future 

Generation Computer Systems: The 

International Journal of eScience 161, 2024

“Rural AI: Serverless-Powered Federated Learning for Remote 

Applications” P. Patros, M. Ooi,V. Huang,M. Mayo,C. Anderson,S. Burroughs, 

M. Baughman, O. Almurshed, O. Rana, R. Chard, K. Chard, I. Foster, IEEE 

Internet Computing, 2022 



• Each robot / drone builds a local model (using locally collected data)

• Data combined with other robots or “field side units”
• Robots and Field Side Units realised as Single Board Computers 

• Intermittent connectivity between Robot & Field Side Units

RuralAI 
(https://sites.google.com/view/rural-ai/home) 

https://sites.google.com/view/rural-ai/home


Cloud/Edge-enabled Cameras – Cisco Meraki

Camera pre-trained on

Objects → MQTT stream

Limited access to real time

RTSP stream

Remote management (farms)

Deployment of

“functions” via 

NodeRed.JS





Use of Cloud Security Alliance Methodology

to identify resources within a federation

Effectiveness of federation manager in 

aggregating resources

Metrics: Capability, Competence and 

Decision criteria – Cyber disturbance a 

key concern in this instance

Ahmed, Petri, Rana, “Edge-cloud resource federation for sustainable cities”. Sustainable Cities and Society 82, 2022
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tasks based on 

availability of edge 
energy generation



Packaway building Solar panel with 50 kW 

capacity 

Flake ice Cold room Box washing machine 

Appliance How it is works

1.Box washing 

machine 

Power capacity 50Kw. It is used to clean 

boxes after use for a short period 

2. Lighting 

system 

Lighting system: 17 double tubes (25 W 

each). Used at night for a short period

3.Flake ice 
Flake ice produces small pieces of ice for 

use in the cold storage to preserve the fish. 

It consumes about 32 Kw of power. 

4.Cold storage 

Cold storage is under operation all the time. 

Considered the most power-consuming 

device in the building. This is because of 

the low temperature needed (-5 degrees).

What is at the “Edge”? (Pisces Proj.)

I. Petri, O. Rana, A. Reza Zamani and Y. Rezgui, “Edge-cloud orchestration: Strategies for service 

placement and enactment.” IEEE International Conference on Cloud Engineering (IC2E), Prague, Czech 

Republic, 24-27 June 2019
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Realised as “functions”

Using OpenWhisk



Full Lite
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Alabbas, Areej, Kaushal, Ashish, Almurshed, Osama, Rana, Omer , Auluck, Nitin and Perera, Charith. 

Performance analysis of Apache openwhisk across the edge-cloud continuum. 16th International 

Conference on Cloud Computing (CLOUD), July 2023, Chicago, USA
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Cybersecurity → Cyber-disturbances

• Cyber-disturbance modelling, detection and 
mitigation mechanisms

– Application and context dependent 

– Reliance on electrification in vehicles → traffic 
jams when electricity grid fails

• Predicting cyber-disturbance and proactive 
handling

– Likelihood of  occurrence: based on performance 
degradation, function launch variability

– Intermittent & variable speed connectivity 



Concluding Comments

• Cloud-Edge continuum – a key deployment 

mechanism for many (future) applications

• Cyber-disturbances and resilience a key 

requirement

– The cause of the disturbance can be many, the 

outcome on the system is important

• Both modelling and deployment mechanisms are 

important

• Cyber-disturbance benchmarking

– Align with work in Chaos Engineering
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