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RHUL hosts the
Information Security
Group, one of the largest
dedicated teaching and
research groups in Cyber
Security with over 90 PhD
students

Founded in the 1990s, it is
recognized as the Centre
of Excellence in
Information Security
research, education, and
expert advice

Received a Gold award
recognizing excellence in
e dl  Cyber Security education
from the National Cyber

Security Centre (NCSC)

We are also recognized as
the Academic Centre of
Excellence in Cyber
Security Research

The Information Security
Group (ISG) was awarded
a Queen's Anniversary
Prize in 1998

All our programmes are
National Cyber Security
Centre certified

We are also the founding
member of the
International Cyber
Security Center of

Excellence
(e
=7
=T A

KUWAIT COLLEGE OF SCIENCE & TECHNOLOGY
Unaglgiaillg og lell cugall dus

cugsllaenly
KUWAIT UNIVERSITY

We are members of the All-
Party Parliamentary Group
in Cyber Security and
assist the Government in
policy-making
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Sequence

Al for Academic e Hands-on Learning
Support Service e Teaching Assistant
Al for non- : :

acaderie Financial Support

Support Services * Mental Health Support

i ]
Privacy and * Privacy
Security S Gl ° Regulatory Compliance
Concerns e Ethical
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Introduction

. Intersection of Al, cybersecurity, and education to enhance student learning journeys
. Al-based support services can transform student experiences
. Data Processing and Predictive Analytics

. |dentify patterns related to academic struggles, financial issues, or mental health concerns

. Al-Driven Interventions

. Implementing proactive support before challenges escalate
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Academic Support: Cyber Security Education with Al

 Hands-on skill learning through cyber range

Simulate cyberattack scenarios in an interactive, and isolated environment

* Experience in identifying and responding to cyber-attacks

Al-assisted malware analysis

Working collaboratively as a team beyond borders
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Cyber Range Labs Setup
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W) Favorites

@ Recently Used
I All Applications

» e * Network Sniffers

» & * Spoofing & MITM
@ ettercap-graphical
: i W3 macchanger
Usual Applications
Q 01- Information Gathering Dminicom
% 02 - Vulnerability Analysis CuaTproxy
03 - Web Application Analysis v netsniff-ng

© 04 - Database Assessment 'E responder

9 05 - Password Attacks @ wireshark

@ 06 - Wireless Attacks
@ 07 - Reverse Engineering C\'BER RANGES
£ 08 - Exploitation Tools
e 09 - Sniffing & Spoofing
E 10 - Post Exploitation
@ 11 - Forensics
12 - Reporting Tools
@ 13 - Social Engineering Tools
42 - Kali & OffSec Links
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Cyber Range Labs Setup

§  UoLW Email Scenario &  BGP Scenario

) L

7

Kali mail router_a router_b router_c router_d
1P: 192.168.125.10,10.0.0.10, 10.0.1.10 IP:192.168.125.11,100.0.11,10.02.11, 1P:192.168.125.12,100.1.12,10.02.12, 1P:192.168.125.13,10.0.3.13, 10.0.4.13,
100311 10.04.12,1005.12 10.06.13,1007.13

1P: 192.168.125.50 1P:192.168.125.25
Services
- 2 kali
SSH  q password
guacamole
@ 2 kali
WEB o password
router_e router_f
1P:192.168.125.14,10.0.5.14,10.0.6.14, 1P: 192.168.125.15,10.0.7.15,10.0.8.15

100814
Services v
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Academic Support: Al Teaching Assistant

Collaboration between UolL and the Noodle Factory

Al Teaching Assistant evaluated on undergraduate and postgraduate programmes
The University of London received the 2023 Gartner Eye on Innovation

Integrated into the learning platform

Provides real-time responses to academic questions based on course material
Generates and mark formative assessments and test student knowledge

Recommends lesson plans and educational content tailored to individual learning needs
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Generate Knowledge from Document(s)

Create question and answer pairs for use in quizzes or tutoring flows

Generate Knowledge
‘ How many questions would you like to generate?
| i lauestion
te: Number of questions generated
UNIVERSITY
OF LONDON )
\_/ T
1of4 >
Skip This Step
| |
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1434 3.6/5 97%

Questions

Unique Users Average Feedback Score
Answered
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* Functionality requires work =
L] L] L] L] ‘ . 6“66
° Academic o
Positive feedback from participants into:agrity T

. Data privacy : Ethical
* Al study buddy effectiveness @ considerations

. . ~ " Regulator '
* Desire for human element in i: corgnpﬂo\ncye {{O

education >>Q % [?
k 0L ¥ o g Eyaluation &
. . . i I | i
* Pedagogical integration I;"ey;‘t‘;jnjo iiodtions f;;ﬁ;;‘;:;;nt o

considerations considerations

* Space becoming more competitive
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Financial Support Services opnmms K...—.mmonEI hme LY M

Financial advising e -
. . _: . . i success ssxble "-'-“-."fl’

Suitable and eligible scholarships/bursaries e Philosophy, S

Part-time jobs i

Money Manhagement

* Well-being and Mental Health Services

Counselling
Bereavement Support

Motivation
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Practical Implementation of Al Systems

* Growing

* |Integration with existing platforms

e Enhancing accessibility/User-Friendly Interface
* Personalisation and adaptive learning

* Training educators for effectively using Al

* Global reach — local adaptations
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Security and Privacy Considerations

Privacy protection especially in mental health and financial support
Guidelines for the responsible use of Al in educational institutions

Alignment with local and international data protection laws

Regulatory Compliance
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Benefits of Al Integration in Student Support

Making support services more widely available to students

Responsive and targeted Support to improve student learning journey

Creating a more supportive environment for diverse student populations
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Conclusion

Al's transformative potential in enhancing the student learning journey
Encouraging educational institutions to adopt Al-driven solutions responsibly

Building a future-proof educational framework with Al and cybersecurity

Collaboration Opportunities
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